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ABSTRACT

The employment of security features is crucial to the operation of many modern electronic gadgets in the current
5.0 era as time and technology advance. This means that we must keep coming up with new ideas and producing
instruments that will enhance security. Among the many issues that come up is the fact that guns are still registered,
checked out, and returned using public books, which leaves space for data tampering or the chance that the books
are lost. The primary goal of this research is to create and execute a web-based system that uses fingerprints to
monitor the borrowing and return of firearms. Because of its nature online-his, this system will streamline
operations and enable users to conveniently view inventory from any location. Researchers employ literature
methodology, which includes reading, debating, synthesizing, and developing the concepts employed, in addition
to employing laboratory techniques and the necessary tools to accomplish their objectives. The web server on
which the security monitoring system for keeping firearms is based has undergone extensive testing and analysis,
and the findings indicate that generally, the device can operate as intended. This conclusion is based on traffic
analysis and access patterns on the web server. Following the completion of five tests with a 95% accuracy rate.
Finally, the security monitoring system for the storage of firearms is based on a web server and has undergone
extensive testing and analysis with a 90% speed and accuracy rate; the findings indicate that, on the whole, the
instrument can perform as intended.
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1. INTRODUCTION

The employment of security features is crucial to the operation of many modern electronic gadgets
in the current 5.0 era as time and technology advance [1][2]. This means that we must keep innovating
and producing tools that will enhance security [3]. There are restrictions on the usage of security systems
in electronic devices, including laptops, tablets, cell phones, and other gadgets [4]. User data must be
obtained through a validation process before the security system may be accessed [5].

As information technology has advanced, several electronic-based industries have evolved,
including e-Government, e-Commerce, e-Education, e-Medicine, and e-Laboratory [6]. This technology
makes use of a network system to link computers according to requirements, a collection of computers
for data processing, and telecommunications technology to distribute and access data globally [7].
Multiple application services can be hosted on a single machine, depending on the network's complexity.
Here, numerous servers collaborate to offer data and services to numerous clients. This is made feasible
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by the fact that each server can be set up to perform a certain number of services, with other servers
handling the remaining tasks [8]. Database servers (including Oracle, Postgres, MS SQL Server,
MySQL, and Interbase) and other centralized servers for data dissemination and storage are instances of
this kind of server [9][10].

For storing a lot of data, servers are the best option, particularly for storing firearms [11].
Consequently, to control the flow of weapons into and out of storage facilities employing this
technology, a more robust security system is required [12]. One of these responsibilities is guarding
weapons, particularly handguns kept in warehouses for use by Indonesian Army units. When
administrative data collecting about weapons loans and returns is still done by hand, namely by entering
the information in a general book, it leaves room for data manipulation [13]. Web server-based
monitoring can confirm that weapons that are available and unavailable can be tracked in real-time in
this manner [14]. Web server technology, which enables the online and real-time collection of
administrative data, is therefore necessary to tackle this issue [15][16].

2. METHOD

The idea or steps that will be used in the research are called the research framework. This phase
will ascertain the outcome of a product that will be manufactured nearly entirely. In this design, many
things must must be reviewed first.

2.1 Flowchart
Several strategies were utilized to collect data to ensure maximum results and accuracy when
creating tools and working on this study report

Data Collection —® Data analysis —® System planning —® Tool Making ¥ Tool Testing

h

Conclusion [«—  Analysis
Figure /.
Data Collection —® Data analysis —® System planning —® Tool Making | Tool Testing

A 4

Conclusion —  Analysis

Figure 1. Flow diagram.

2.2 Library research

This strategy approaches the principles employed by conducting a literature review. By going
through books and periodicals, having discussions, summarizing them, and drawing conclusions.
Concerning the components that will be utilized in the analysis and creation of tools built using the
Arduino programming technique, as well as the programs and tools that will be developed [17].

2.3 Laboratory research

This method is carried out to test existing concepts using appropriate equipment. The objects tested
were hardware and software specifications and tools used in this research.

a. One Asus A420 Laptop Unit

b.  Arduino ESP32 module

c.  Arduino IDE application

d. Fingerprint sensor

3. RESULTS AND DISCUSSION



Testing and measuring are the next steps after the tool's planned construction is finished. To

ISSN 2087-3336 (Print) | 2721-4729 (Online)

DOI 10.37373/tekno.v11i2.1056

comprehend the features of each overall tool function, this step is required.

3.1 How the tool works

A web server was created for this study to track user activity in real-time to see who is borrowing
and returning guns. The idea behind this web server system is to document the loaning and returning of
weapons to users while also making it simpler for owners of weapons warehouses to monitor the activity
of these users [18]. User information is saved at the time of registration. After that, all the user needs to

do to gain access to borrow a weapon is log in.

Figure 2 shows the server login on the monitor screen, requesting that the user provide login

Figure 2. Server login in the menu display.

credentials (password and username), and granting access only after confirmation.

DATA LOGGER DARI TANGGAL : 2023-11-01 SAMPAI 2024-01-08

[<Copy][xce] [csv] [ror]

ID BRANKAS
1
1
1
1
1
1
1
2
2
2

Showing 1 to 10 of 45 entries

4 1D USER

123

124
1110
1110
1225
0001
123
129
0001

WAKTU AMBIL

2023-11-27 18:24:24
2023-11-27 18:41:35
2023-11-28 08:54:14
2023-12-04 15:49:16
2023-12-04 16:00:22
2023-12-04 16:25:35
2023-12-06 21:54:31
2023-11-27 18:30:20
2023-11-28 23:07:18
2023-12-06 21:54:31

Search:

WAKTU KEMBALI

2023-11-27 18:27.06
2023-11-28 08:53:49
2023-11-28 13:06:56
2023-12-04 15:54:38
2023-12-04 16:24:16
2023-12-06 14:32:28
2023-12-07 11:40:17
2023-11-27 18:31:31
2023-11-30 07:00:41
2023-12-07 12:50:58

Pr:—vwous.? 3 4 5 Next

Figure 3. Monitoring history display which monitors user activity in real-time.

Real-time history monitoring, as shown in Figure 3, helps system managers identify behavior in the
event of a security breach by keeping track of user activities and providing the most recent activity log,

which includes information like the user's ID when to take and return a gun, and other details.
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Monitoring Lemari Pistol ~ Monitoring Data Logger User LOG ouT
Alat 1 Alat 2 Alat 3
Terkunci Terkunci Di Ambil
[ s/ rcoba pencuian comtemisa/moniionng oot REEENS Wakhi 073-1-07 12:50:58 Oleh 0001

Figure 4. Display menu when the gun is available.

The menu criteria are explained in Figure 4, where a gun image is displayed on the menu if it is
accessible. Figure 5 indicates that the pistol is either in use or unavailable.

Alat 7 Alat 8 Alat 9
Di Ambil Di Ambil Di Ambil
Oleh :0001 Oleh :0001 Oleh :0001

Waktu :2023-12-06 21:54:31 Waktu :2023-12-06 21:54:31 Waktu :2023-12-06 21:54:31
Figure 5. Gun display menu if not available.

3.2 Fingerprint test results

The test findings are broken down individually using the unique identification number assigned to
each test that is conducted. The fingerprint condition refers to a unique feature or state of the fingerprint
under examination. A wide range of circumstances, including wrinkled, soiled with dirt, clean, and
synthetic fingerprints, may be covered by research. The system's accuracy in detecting fingerprints is
demonstrated by the test results. If the fingerprint is successfully recognized and verified by the system,
the test result can be documented as "Matched". On the other hand, if the fingerprints are phony, moist,
or wrinkled and the system is unable to identify them, the test results may be recorded as "No". Table 1
then displays the testing experiments and data gathering.

Table 1. Fingerprint test results.

No. Fingerprint Condition Suitable/Not Lock
1 Clean fingerprints Suitable Open
2 Wet fingerprints No Closed
3 Dust dirty fingerprints Suitable Open
4 Wrinkled fingerprints No Closed
5 Soil dirty fingerprints Suitable Open
6 Fake fingerprints No Closed

Three factors need to be considered when evaluating fingerprints: clean fingerprints, dirt dirty with
dust, and with dirt. Five experiments with different fingerprint settings were conducted, and the results
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showed that fingerprints have a 95% accuracy rate in identifying clean fingertips. Table / displays the
test findings, which include the fingerprint reading time, for the web-based guns storage security
monitoring system. With average read times of 2.5 seconds for clean fingers and 3.4 seconds for
unclean fingers, data analysis validates system performance.

The analysis that follows testing reveals a thorough monitoring and assessment procedure for
integrated security systems that store weapons in the military environment of the Indonesian Army. This
procedure includes requirements identification, system design, implementation, activity monitoring,
data analysis, threat follow-up, and ongoing evaluation and improvement. This study guarantees the
highest level of protection and quick reaction to any threats.

4. CONCLUSION

According to the explanation provided in the earlier chapters, armory guards can complete the work
reporting procedure more easily thanks to web server-based monitoring. This web server-based monitoring
increases time efficiency when borrowing and returning guns by making it simpler to report the borrowing
and returning of pistols.

REFERENCES

[1] M. Keshav, L. Julien, and J. Miezel, “The Role Of Technology In Era 5.0 In The Development
Of Arabic Language In The World Of Education,” J. Int. Ling. Technol., vol. 1, no. 2, pp. 79—
98, 2022, doi: 10.55849/jiltech.v1i2.85.

[2] E. Budi, D. Wira, and A. Infantono, “Strategi Penguatan Cyber Security Guna Mewujudkan
Keamanan Nasional di Era Society 5.0,” Pros. Semin. Nas. Sains Teknol. dan Inov. Indones., vol.
3, no. November, pp. 223-234, 2021, doi: 10.54706/senastindo.v3.2021.141.

[3] H. Indrayani, “PENERAPAN TEKNOLOGI INFORMASI DALAM PENINGKATAN
EFEKTIVITAS, EFISIENSI DAN PRODUKTIVITAS PERUSAHAAN Oleh : Henni Indrayani
Abstraksi,” J. El-Riyasah, vol. 3, no. 1, pp. 48-56, 2017.

[4] S. Farhan, M. Ali, M. Kamran, Q. Javaid, and S. Zhang, “A Survey on Security for Smartphone
Device,” Int. J. Adv. Comput. Sci. Appl., vol. 7, no. 4,2016, doi: 10.14569/ijacsa.2016.070426.

[5] D. S. David et al., “Cloud security service for identifying unauthorized user behaviour,” Comput.
Mater. Contin., vol. 70, no. 2, pp. 2581-2600, 2022, doi: 10.32604/cmc.2022.020213.

[6] I Wilujeng and T. S. Y. Putri, “Development of SETS E-Module Integrated with POE Model
for Science Learning,” J. Educ. Sci. Technol., vol. 6, no. 2, pp. 252-264, 2020, doi:
10.26858/est.v1i1.14735.

[7] B. Hull et al., “CarTel: A distributed mobile sensor computing system,” SenSys 06 Proc. Fourth
Int. Conf. Embed. Networked Sens. Syst., pp. 125-138, 2006, doi: 10.1145/1182807.1182821.

[8] V. Cardellini, E. Casalicchio, M. Colajanni, and P. S. Yu, “The State of the Art in Locally
Distributed Web-Server Systems,” ACM Comput. Surv., vol. 34, no. 2, pp. 263311, 2002, doi:
10.1145/508352.508355.

[9] M. Z. Sana, “Master Thesis Common Distributed Data Storage for the Higher Education
Management and Information System in Afghanistan Mohammad Zia Sana,” no. October 2016,
2021.

[10] S. T. Nurhayati, M. Irwan, and P. Nasution, “Database Management System Pada Perusahaan,”
J. Akunt. Keuang. dan Bisnis, vol. 1, no. 2, pp. 62—64, 2023.

[11] J. L. Bentley and J. H. Friedman, “Data Structures for Range Searching,” ACM Comput. Surv.,
vol. 11, no. 4, pp. 397409, 1979, doi: 10.1145/356789.356797.

[12] S. G. United, “PROJECT D-TECT Technologies to counter the diversion of small arms and light
weapons , and”.

[13] Anas Faridrahman and D. Gunawan, “Sistem informasi monitoring kelayakan dan perawatan
kendaraan angkutan barang pada PT Mitra Gemah Sentosa Jakarta berbasis website,”
INFOTECH J. Inform. Teknol., vol. 4, mno. 2, pp. 179-190, 2023, doi:
10.37373/infotech.v4i2.748.

[14] G. F. Nama, A. Munif Hanafi, M. Bagus Nurfaif, and M. Tesar Sandikapura, “Dashboard
Monitoring System Berbasis Web Sebagai Pemantau Layanan liteBIG Instant Messenger,” J.
Nas. Teknol. dan Sist. Inf., vol. 3, no. 1, pp. 19-26, 2017, doi: 10.25077/teknosi.v3i1.2017.19-



[15]

[16]

[17]

[18]

280 §| Imam Farhan Santoso, Heri Sertiawan, Aguk Sridaryono, Dekki Widiatmoko, Kasiyanto

Monitoring the security system at pistol storage based on a web server in Army Units

26.

C. Li, J. Wang, S. Wang, and Y. Zhang, “A review of IoT applications in healthcare,”
Neurocomputing, vol. 565, no. May 2023, p. 127017, 2024, doi: 10.1016/j.neucom.2023.127017.
T. A. Wahid, J. Jumail, and E. B. Prasetya, “Sistem Informasi Tracking Barang Berbasis Web
(Studi Kasus Catur Aman Sentosa),” J. Esensi Infokom J. Esensi Sist. Inf. dan Sist. Komput.,
vol. 6, no. 1, pp. 16-21, 2022, doi: 10.55886/infokom.v6i1.451.

A. Argadhia Hartono, S. Sulaiman, and S. Rahayu, “Arduino Uno Based Real Count
Development as a Tool to Help Assessing Physical Exercise Results,” J. Phys. Educ. Sport., vol.
9, no. 3, pp. 269-281, 2020.

R. D. Prakoso and Asmunin, “Implementasi dan Perbandingan Performa Proxmox Dalam
Virtualisasi dengan Tiga Virtual Server,” J. Manaj. Inform., vol. 8, no. 1, pp. 79—86, 2018.



